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(54) ONE-CHIP PROCESSOR 

(57)Abstract: 

PURPOSE: To ensure the protection of programs against such a 
case where the outsiders can read the programs by controlling a 
bidirectional gate based on the state of a certain bit of a ROM when 
a reading pulse is supplied to the ROM from outside. 
CONSTITUTION: A program-only EPROM 2 contains a program 
EPROM 21 and a protecting EPROM 22 and these two EPROMs can 
be read out to an internal bus 13. The output of the EPROM 22 is 
supplied directly to an AND gate 41 of a control circuit 4. The 
circuit 4 can open a bidirectional gate 3 with output 1 only when a 
read instruction terminal 1 1 is equal to 1 with the EPROM 22 equal 
to 1 respectively in terms of the logic level. Thus the EPROM 22 is 
readable at the logic level 1 and then unreadable at the level 0 for 
the purpose of protection. 
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1. Title of the Invention 

One-chip processor 

2. Claims 

(1)A one-chip processor having at least a processor and an 
erasable programmable read-only memory in one chip, 
comprising: 

a bidirectional gate connected between said read-only 
memory and an external data bus; and 

a control circuit for controlling said bidirectional 
gate in accordance with the state of a certain bit of said 
read-only memory when a read-out pulse is input into said 
read-only memory. 



An object of the present invention is to provide a 
one-chip processor designed to protect a program (so that 
it cannot be read by others) . 

[Means for Solving the Problem] 
The present invention relates to a one-chip processor 
which has at least a processor and an erasable programmable 
read-only memory in one chip, characterized in that the 
one-chip processor has a bidirectional gate connected 
between the read-only memory and an external data bus; and 
a control circuit for controlling the bidirectional gate in 
accordance with the state of a certain bit of the read-only 
memory when a read-out pulse is input into the read-only 
memory . 

[Example] 

Fig- 1 shows a basic configuration of a one-chip 
processor according to an embodiment of the present 
invention. The one-chip processor is comprised of a 
processor 1; an erasable programmable read-only memory 
(EPROM) 2 which can be freely read out by the processor; a 
bidirectional gate 3 connected between the EPROM 2 and an 
external data bus 12; and a control circuit 4 for 



2 



controlling the bidirectional gate 3 in accordance with the 
state of a certain bit of the EPROM 2 when a read-out pulse 
is input into the EPROM 2. 

The processor 1 and the EPROM 2 are connected with an 
internal bus 13, and the internal bus 13 is connected to 
the external bus 12 via the bidirectional gate 3. 

The operation of a one-chip processor having a 
configuration as described above will be explained by 
referring to a flow chart in Fig. 2. 

When an instruction to read out the content of the 
EPROM 2 to outside is generated from a terminal 11 (step 
24), the control circuit 4 determines whether the content 
of the EPROM is protected according to the information of a 
bit in a certain address of the EPROM 2 (step 26) . As a 
result, when the content is protected, the control circuit 
4 closes the bidirectional gate 3 (step 27), and when the 
content is not protected, it opens the gate 3 (step 29). 
Therefore, when the content in the EPROM 2 is protected, 
read-out of the program becomes impossible. 

Writing of the above-described bit into the EPROM 2 
can be performed in the same manner as that of writing an 
ordinary data, and once the bit for protection is written, 
the protection cannot be released unless the bit is erased 
together with the data (steps 25, 28) . 
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It should be noted that writing, reading to outside 
for verification, erasing, etc. of a program can be done as 
usual. For example, writing of a program is performed by 
inputting a write instruction from outside (step 23) and 
writing the program (step 30) . 

As explained above, according to the present 
embodiment, when a certain bit is changed, as when a 
program is written, to put a program, into a protection mode, 
the gate is closed so as to make the program unreadable 
when an attempt is made to read it out from outside. In 
order to release the protection, it is necessary to erase 
the bit for protection using ultraviolet rays, etc. as in 
the case of a program data. Since the program is erased 
with the bit for protection (when the bit for protection is 
erased), it is not possible to read the program once it is 
protected. 

A specific configuration example of the embodiment in 

Fig. 1 is shown in Fig. 3. 

The EPROM 2 for programming is separated inside into 
a program EPROM 21 and a protection EPROM 22. Both EPROMs 
are readable from an internal bus 13. Further, the output 
of the protection EPROM 22 is put into an AND gate 41 of a 
direct control circuit 4. The output of the control 
circuit 4 becomes "1" in terms of logic level so as to open 
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the bidirectional gate 3 only when the read-out instruction 
terminal 11 is "1" and the protection EPROM 22 is "1". 
Accordingly, when the protection EPROM 22 is "1", the 
protection is readable, and when it is "0", the program is 
protected and thus unreadable. 

4. Brief Description of the Drawings 

Fig. 1 is a block diagram of an embodiment according 
to the present invention; 

Fig. 2 is a flow chart for explaining the operation 
of the embodiment of Fig. 1; and 

Fig. 3 is a block diagram showing a specific 
configuration example of the embodiment of Fig. 1. 

1 . . . Processor 

2... Erasable read-only memory 
3. . .Bidirectional gate 
4... Control circuit 

Fig. 1 

1 Processor 

2 EPROM 

3 Bidirectional gate 

4 Control circuit 
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Fig. 2 

23 External WR 
30 Write 

24 External RD 



25 Erase 
28 



Release protection against data erasure 

26 Protect 

27 Close gate 
2 9 Open gate 
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